
562626.1 

UNITED STATES DISTRICT COURT 

DISTRICT OF MINNESOTA 

 

 

IN RE: NETGAIN TECHNOLOGY, 

LLC, CONSUMER DATA BREACH 

LITIGATION 

 

 

Civil No. 21-cv-1210 (SRN/LIB) 

 

 

CONSOLIDATED CLASS ACTION COMPLAINT  

Pursuant to Federal Rules of Civil Procedure 23(g)(3), Plaintiffs Misty Meier (on 

behalf of her minor child, G.C-M.), Jane Doe, Susan M. Reichert, Mark Kalling, Robert 

Smithburg, Thomas Lindsay, and Robin Guertin (collectively, “Plaintiffs”), individually 

and on behalf of all others similarly situated, by and through their attorneys, bring this class 

action against Netgain Technology, LLC (“Netgain” or “Defendant”), upon personal 

knowledge as to themselves and their own acts and experiences, and upon information and 

belief as to all other matters, including their counsel’s investigation, allege as follows. 

Plaintiffs believe additional evidentiary support exists for their allegations, given an 

opportunity for discovery. 

INTRODUCTION AND NATURE OF ACTION 

1. Netgain is an external IT vendor providing “secure and scalable” information 

technology (“IT”) and cloud-computing services for businesses. Netgain provides cloud-

enabled IT solutions and managed services to various types of business entities. 

Specifically, Netgain specializes in serving the IT needs of two highly specialized and 

regulated industries: health care and accounting. Under Netgain’s IT services model, its 

clients move their IT infrastructure into a cloud-based system managed, overseen and used 

by Netgain to serve its clients’ specific IT needs. 
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2. Because it specializes in healthcare and accounting, Netgain is responsible 

for managing and overseeing highly sensitive data. Its clients collect, store, and use 

personal and confidential information that includes names, addresses, social security 

numbers, medical records and histories, and financial account information. As Netgain 

itself acknowledged, this type of personal and sensitive data is highly targeted by hackers 

seeking to exploit that data for nefarious purposes. For example, fraudsters utilize medical 

information to secure medical procedures and bill the victim, attempt to utilize financial 

information to make fraudulent transactions and purchases, or use a collection of personal 

data to take out fraudulent loans. In the wrong hands, these types of sensitive, personal data 

may be wielded to cause significant harm to the patient or individual whose information is 

described in the records that Netgain, through its clients, stores. 

3. Netgain assures its clients that it is a sophisticated cybersecurity company 

capable of keeping its clients’ records (and the patients and individuals whose information 

is described in those records) safe. In fact, Netgain represented its services as “DoD-grade” 

providing “ultra-secure protection” to its clients’ data. Netgain also frequently published 

cybersecurity-related webinars stressing the importance of maintaining adequate data 

security and offering advice on how to keep data safe and prevent a data breach. 

4. Indeed, Netgain has provided IT solutions and cybersecurity services for 

organizations for almost 20 years, and has offices and data centers in Chicago, 

Minneapolis, San Diego, and Phoenix. It is, moreover, a sophisticated company with 
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approximately 130 employees across its locations, and its IT and cyber services generate 

$32.35 million dollars in sales.1  

5. In reality, Netgain’s self-depiction as a cybersecurity expert proved false. 

Contrary to its many representations and promises, Netgain utilized inadequate data 

security measures it knew, or should have known, put the highly sensitive data entrusted 

to it at significant risk of theft by or exposure to nefarious parties. Netgain, moreover, failed 

to meet the very cybersecurity standards that it underscored as critical for its clients’ 

businesses. 

6. In late September 2020, due to Netgain’s inadequate data security and failure 

to comply with federal and state data privacy standards, an unauthorized third party used 

compromised credentials to gain access to Netgain’s digital environment. Thereafter, the 

unauthorized third party gained access to and exfiltrated the files and records of at least 15 

of Netgain’s customers. However, Netgain, at least nine months after the Data Breach, is 

continuing to disclose which of its customers were impacted.  

7. With the sensitive files and records secured and stolen, the hackers 

purportedly issued a ransom demand to Netgain. Netgain claimed to have paid an 

undisclosed amount to the cybercriminal in exchange for assurances that the criminal 

would delete all copies of the data obtained and that it would not publish, sell, or otherwise 

disclose the data. However, Netgain has provided no public information on the ransom 

demand. This series of events is referred to herein as the “Data Breach.” 

 
1 Netgain Technology, LLC, D&B Bus. Directory (last visited Sept. 22, 2021), 

https://www.dnb.com/business-directory/company-

profiles.netgain_technology_llc.52f33163cb3c315c73f15169f269e977.html  
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8. Plaintiffs bring this class action against Netgain for its failure to secure and 

safeguard the confidential, personally identifiable information of hundreds of thousands of 

consumers. The categories of stolen information included names, account numbers, Social 

Security numbers, driver’s license numbers, bank account numbers, and dates of birth 

(“Personally Identifying Information” or “PII”). Because Netgain also had healthcare-

industry clients, the exfiltrated data included some individuals’ health information such as 

medical record numbers, health insurance policy and identification numbers, clinical notes, 

referral requests, laboratory reports, decision not to vaccinate forms, immunization 

information, medical disclosure logs, in addition to other medical or health related 

information (“Private Health Information” or “PHI”). PII and PHI is collectively referred 

to as Sensitive Information. 

9. Due to Netgain’s negligence, Plaintiffs and the Class have suffered harm and 

are subject to a present and continuing risk of identity theft. Plaintiffs’ and the Class’s 

Sensitive Information has been compromised and they must now undertake additional 

security measures to mitigate the damage caused by Defendant’s actions.  

10. The Data Breach impacted many of Netgain’s clients, especially those in the 

healthcare industry, and those clients have already indicated that hundreds of thousands of 

records were stolen. The full scope of the Data Breach, however, is either not known or 

has not been publicly disclosed. In fact, Netgain appears to still be identifying which of its 

clients were affected by the Data Breach. On May 28, 2021, months after the Data Breach, 

Netgain issued a notice to one of its former clients, Caravus, warning that Caravus’s 

clients’ data was exposed during the breach. Additionally, on August 24, 2021, one of 
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Netgain’s clients, LifeLong Medical Care, first reported that Netgain provided notice that 

its clients’ Sensitive Information was impacted by the Data Breach. 

11. Plaintiffs bring this Complaint on behalf of persons whose Sensitive 

Information was stolen during the Data Breach. Plaintiffs assert claims for negligence, 

negligence per se, for violations of California and Minnesota state statutes, and for 

declaratory and injunctive relief. 

JURISDICTION AND VENUE 

12. This Court has jurisdiction over this action under the Class Action Fairness 

Act, 28 U.S.C. § 1332(d)(2). The amount in controversy exceeds $5 million exclusive of 

interest and costs. At least one Plaintiff and Defendant are citizens of different states. There 

are more than 100 putative members of the Class. 

13. This Court has jurisdiction over Defendant because it maintains its principal 

place of business in Minnesota, regularly conducts business in Minnesota, and has 

sufficient minimum contacts in Minnesota. Defendant intentionally availed itself of this 

jurisdiction by marketing and selling products and services from Minnesota to many 

businesses nationwide.  

14. Venue is proper in this Court pursuant to 28 U.S.C. § 1391(b) because 

Defendant’s principal place of business is in this District and a substantial part of the 

events, acts, and omissions giving rise to Plaintiffs’ claims occurred in this District. 

PARTIES 

15. Plaintiff Misty Meier is a resident of Riverside, California, and she brings 

this lawsuit on behalf of her minor child, G.C-M., who is also a resident of Riverside, 
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California. Meier and G.C-M. received a notice from Neighborhood Healthcare dated April 

8, 2021 that G.C-M.’s Sensitive Information was exposed during Netgain’s Data Breach. 

Neighborhood Healthcare provided Netgain with G.C-M’s Sensitive Information because 

it had retained Netgain as its IT service provider.  

16. Plaintiff Jane Doe is a resident of San Diego County, California. On May 8, 

2021, Doe received a notice from Health Center Partners of Southern California that her 

Sensitive Information may have been stolen during Netgain’s Data Breach.  Health Center 

Partners of Southern California had provided Netgain with Doe’s Sensitive Information 

because it had retained Netgain as its IT service provider.  

17. Plaintiff Susan Marie Reichert is a resident of Cable, Wisconsin. On March 

26, 2021, Plaintiff Reichert was sent a notice from Apple Valley Medical Clinic informing 

her that her Sensitive Information had been compromised by a cyberattack at Netgain. The 

notice confirmed that data involved in the cyberattack contained patient data, including 

hers, and that Netgain was an IT service provider for Apple Valley Clinic. 

18. Plaintiff Mark Kalling is a resident of Las Vegas, Nevada. Kalling received 

two surgeries from Nevada Orthopedic & Spine Center, one of Netgain’s clients. On 

February 24, 2021, Kalling received a notification letter stating Kalling’s Sensitive 

Information was stolen during Netgain’s Data Breach. After the Data Breach, Kalling’s 

credit card accounts experienced suspicious activity, and he received at least four 

notifications of attempted credit card fraud. Kalling has spent over thirty hours mitigating 

the damage to his credit as a result of the Data Breach. 
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19. Plaintiff Robert Smithburg is a resident of Apple Valley, Minnesota. 

Smithburg received notice that the Data Breach exposed his Sensitive Information around 

March 2021 from Apple Valley Medical Clinic/Allina Health. Smithburg spent time 

responding to the notice, including signing up for credit monitoring through Experian and 

reviewing his credit card and bank statements monthly.  

20. Plaintiff Thomas Lindsay is a resident of St. Paul, Minnesota. Lindsay was 

notified his Sensitive Information was impacted by the Data Breach only after contacting 

Apple Valley Medical Clinic and asking about Netgain’s breach. Subsequently, Apple 

Valley Medical Clinic/Allina Health sent him a letter on March 26, 2021 notifying him of 

the Data Breach and warning that his Sensitive Information was stolen. Lindsay then 

contacted Apple Valley Medical Clinic seeking information on free Experian credit 

reporting that the letter offered that service. Lindsay spent time obtaining Experian credit 

monitoring for himself and his wife, and talking with his bank and investment manager 

regarding the Data Breach and potential for fraud. 

21. Plaintiff Robin Guertin is a resident of Manning, South Carolina. On March 

5, 2021, Guertin received a letter from Sandhills Medical Center notifying her that her 

Sensitive Information was exposed during the Netgain Data Breach. Guertin subsequently 

signed up for a year of Identity Force credit monitoring, and each month after the notice, 

she reviewed her banking information to identify any potential fraudulent charges. Guertin 

invested time and effort to change all the passwords on her accounts. 

22. Defendant Netgain Technology, LLC is an American cloud-based IT 

services provider based in St. Cloud, Minnesota and incorporated in Delaware.  
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FACTUAL BACKGROUND 

23. Netgain is a company located in St. Cloud, Minnesota, which externally 

manages IT and cloud computing services on behalf of companies primarily in the 

healthcare and accounting industries. This includes managing and overseeing highly 

sensitive data. 

24. Netgain was founded in 2000 under the premise “that there had to be a better 

way to implement, manage and support IT.”2  Netgain proclaims to have revolutionized the 

industry for support and help desk experiences for organizations across various industries. 

Specifically, Netgain specialized in providing IT services to healthcare and financial 

service companies, two areas that require storing and managing highly sensitive personal 

information. As a provider of cybersecurity solutions, among other IT services, in the 

heavily regulated healthcare and financial fields maintaining PII, PHI, and other Sensitive 

Information, Netgain had a duty to safeguard the data provided by the organizations who 

were receiving or had received its services. Plaintiffs and the Class had a reasonable 

expectation that the highly Sensitive Information provided to healthcare and financial 

companies impacted by the Data Breach would be protected. Netgain, as the holder of that 

Sensitive Information, had an obligation to reasonably protect it against theft and misuse. 

25. As detailed more fully below, Netgain failed to safely and securely store the 

Sensitive Information entrusted to it and failed to prevent it from being compromised 

during the Data Breach. 

 
2 History, NetgainCloud.com (last visited Sept. 22, 2021),  

https://netgaincloud.com/about-us/history/. 
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A. The Data Breach 

26. Netgain claims to be the industry standard for secure and scalable IT-as-a-

Service (“ITaaS”) for accounting and healthcare businesses.3 Netgain’s ITaaS business 

model includes moving its clients’ IT infrastructure “into a secure, cloud-based opex 

solution” allowing Netgain to tailor IT services specific to each clients’ needs.4 In other 

words, Netgain replaces traditional internal IT departments and, in addition to managing 

traditional IT needs, provides a host of other IT-related services, including, for example, 

cloud computing, technical infrastructure, IT management, and service and application 

management and security. As such, Netgain is well aware the accounting and healthcare 

industries it services process some of the most valuable and targeted data for 

cybercriminals. 

27. Netgain claims its ITaaS services offer a “better way” to deliver IT that 

allows it to “closely partner with accounting and healthcare clients to help navigate the 

industry’s complex technological challenges and increasing regulations.”5 Netgain 

purports to offer “deep experience and specialization” and represents that its “IT and 

support professionals are fully committed to ensuring that [its clients] are pleased and 

[their] needs are fully met.”6 

 
3 Id.; see also It-As-A-Service, NetgainCloud.com (last visited Sept. 22, 2021), 

https://netgaincloud.com/it-as-a-service/ 
4 IT-As-A-Service, NetgainCloud.com (last visited Sept. 22, 221), 

https://netgaincloud.com/it-as-a-service/ 
5 About Us, NetgainCloud.com (last visited Sept. 22, 2021), 

https://netgaincloud.com/about-us/ 
6 Id. 
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28. Netgain also “pledge[s] to [its] clients that when they partner with Netgain, 

[its] team will deliver” and promises to, among other things: “Bring a business perspective 

and share exactly how the solutions will protect and support your business objectives and 

goals,” “Remain on the leading edge of technology and stay current with the ever-changing 

needs and requirements of accounting and healthcare,” and “Confirm your IT is running 

smoothly, and help to eliminate issues and loss of productivity.”7 Netgain states that its 

“Vision” is to serve “customers in industries characterized by high compliance and high 

security” and that it provides its clients with “better technical knowledge, expertise, 

execution and confidence[.]”8 

29. Netgain’s ITaaS services are specialized for businesses who manage highly 

sensitive data, specifically, businesses in the healthcare and accounting industries. Netgain, 

in fact, describes itself as a “leading outsourced provider of IT-as-a-Service” to customers 

in healthcare and accounting. Netgain, thus, must oversee, manage, and protect its clients’ 

sensitive data that includes personally identifying information (like names, addresses, and 

social security numbers), healthcare information (like medical records and histories), and 

financial information (like payroll data and banking account information). 

30. Given the highly sensitive nature of its clients’ businesses, Netgain 

understood the need to protect its clients’ data and prioritize its data security. In fact, in 

2017—long before Netgain’s Data Breach—Netgain warned of the substantial costs of a 

data breach generally, and of a breach in the healthcare industry specifically.9 It noted that 

 
7 Id. 
8 Id. 
9 Understanding the True Cost of a Data Breach, Netgain (Nov. 17, 2017) (last 
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a data breach could cost healthcare companies approximately $380 per record exposed, and 

$141 per record in other industries.10 

31. Netgain explained that, in particular, “[m]edical records are incredibly 

valuable to hackers because the data (names, addresses, social security numbers, medical 

history, insurance information, etc) is not easily changed.”11 As such, Netgain noted the 

healthcare industry annually spent over $6.2 billion on data breach-related costs.12 

32. In the face of the risks of a data breach, Netgain advised that “Protecting your 

practice is crucial” and that “appropriate administrative and technical controls will mitigate 

your practice’s vulnerability[.]”13 Netgain provided examples of the types of controls that 

businesses should adopt, including: (1) “Administrative Controls” like “conducting regular 

user training, hiring a dedicated security officer; (2) employing and enforcing Bring Your 

Own Device (BYOD) policies; (3) conducting extensive due diligence on third-party 

vendors”; and (4) “Technical Controls” like “patching and updating systems, automating 

your disaster recovery process and using anti-malware software.”14 Netgain also warned 

that compliance failures and failing to extensively use encryption would increase the costs 

of a data breach.15 

 

visited Sept. 22, 2021), https://netgaincloud.com/blog/infographic-understanding-true-

cost-data-breach-healthcare/ 
10 Id. 
11 Id. 
12 Id. 
13 Id. 
14 Id. 
15 Id. 
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33. Netgain portrayed itself as a data security expert to its clients and the public. 

It provided a host of cybersecurity-related webinars and presentations to its clients, 

including “Security Awareness Training,” “Staying out of the Cybersecurity Headlines: 

Protecting Your Internal Cybersecurity Protects Your Organization,” “Cybersecurity and 

Risk Management in 2020 – Planning and Protecting Your Firm,” and “The Costs of Bad 

Security and How it Affects Your Organization.”16 

34. Netgain further represented that it was fully capable of securing clients’ 

highly sensitive medical and accounting data. As shown in Image 1 below, Netgain 

advertised that “The Netgain Standard is included with every solution. Every time.” The 

“Netgain Standard” including, among other things, “Cybersecurity,” where Netgain 

promised to “Safeguard [clients’] sensitive data from tomorrow’s threats with DoD-grade, 

ultra-secure protection.”17 

 

 
16 Cybersecurity Webinars, NetgainCloud.com (last visited Sept. 22, 2021), 

https://netgaincloud.com/webinar/cybersecurity-webinars/  
17 The Netgain Standard, NetgainCloud.com (last visited Sept. 22, 2021), 

https://netgaincloud.com/why-netgain/ 
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Image 1. Description of “The Netgain Standard.”  

 

35. Netgain also claimed it is “always there to keep your IT secure, available and 

performant.”18 As shown in Image 2 below, Netgain’s cybersecurity page states that: 

“Hackers don’t sleep. But you can” and, further, that “Our security approach enables you 

to meet-and often exceed- compliance requirements while providing your staff with secure 

access to the information they need to do their jobs.”19 

 

Image 2. A picture of Netgain’s advertisement related to its cybersecurity services. 

 

36. In fact, Netgain touts its data security measures are like “Housing user data 

within the granite confines of a former Federal Building” that “ensures a level of structural 

stability that our clients trust.”20 Yet, while its customers reasonably believed their data 

 
18 About Us, NetgainCloud.com (last visited Sept. 22, 2021), 

https://netgaincloud.com/about-us/ 
19 Cybersecurity at Netgain, NetgainCloud.com (last visited Sept. 22, 2021), 

https://netgaincloud.com/cybersecurity/ 
20 About Us, NetgainCloud.com (last visited Sept. 22, 2021),  
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was safe within Netgain’s confines, between September 2020 and November 2020 

Netgain’s guard was down and cyber criminals infiltrated its walls. 

37. Although Netgain’s business involves providing IT services related to the 

storage and maintenance of highly sensitive data, it implemented inadequate data security 

practices that, as a purported cybersecurity expert, it knew or should have known, put its 

clients and their customers at risk of having their sensitive data exposed. 

38. In the leadup to the Data Breach, Netgain was disorganized, had an incredibly 

high rate of employee turnover, and had extensive problems meeting deadlines and 

addressing client concerns.21  These organizational difficulties were a red flag that either 

did or should have put Netgain on notice that its systems were vulnerable to attack and that 

it had not adequately staffed or supported a secure environment.  

39. From September to December 2020, Netgain was subjected to a ransomware 

attack that targeted Netgain’s domain controllers, which managed networks of thousands 

of servers. Included in the ransomware attack was the Sensitive Information provided to 

Netgain by certain of its clients. Shortly thereafter, Netgain began emailing its clients that 

it was going to shut down data centers in an effort to isolate the ransomware and rebuild 

the affected systems.  

40. As a third-party IT service provider, Netgain had access to and controlled 

data from many, if not all, of its clients. That data was stored on Netgain’s servers. Netgain, 

thus, held a “master key” capable of “unlocking” each of its clients’ “locks” put in place to 

 

https://netgaincloud.com/about-us/ 
21 Netgain Reviews, glassdoor, https://www.glassdoor.com/Reviews/Netgain-Reviews-

E454747.htm (last visited Sept 22, 2021). 
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protect the highly sensitive data stored on its servers. By breaching Netgain, the hackers 

gained access to Netgain’s past and present clients’ data that Netgain oversaw and 

managed. 

41. According to one of Netgain’s clients, the hackers accessed portions of 

Netgain’s data environment and successfully exfiltrated data out of Netgain’s system.22  In 

other words, the attack successfully resulted in the theft of critical, sensitive data. The types 

of data confirmed or otherwise suspected to have been impacted includes patient names, 

addresses, social security numbers, health information, medical records, bank records, 

financial account information, and drivers’ license information.23 This is precisely the type 

of data Netgain previously warned would be targeted by hackers and used to commit fraud. 

It is also the type of data Netgain warned its clients needed to be secured. 

42.  In January 2021, Netgain began notifying its clients of the Data Breach and 

that Sensitive Information may have been impacted.   

43. For example, in a Notification Letter to Woodcreek Provider Services, LLC, 

Netgain reported “a security incident that involved unauthorized access to portions of the 

Netgain environment which Netgain had discovered in late November 2020 but may have 

occurred as early as September 2020.” The cyber criminals launched a ransomware attack, 

 
22 Dissent, Woodcreek Provider Notifies More than 210,000 Patients of Netgain 

Technology Ransomware Incident, DataBreaches.net (Mar. 5, 2021), 

https://www.databreaches.net/woodcreek-provider-services-notifies-more-than-210000-

patients-of-netgain-ransomware-incident/ / 
23 Lonut Llascu, Netgain Ransomeware Incident Impacts Local Governments, 

Bleeping Computer (Feb. 2, 2021), 

https://www.bleepingcomputer.com/news/security/netgain-ransomware-incident-impacts-

local-governments/ 
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encrypting the Sensitive Information of Netgain’s clients and internal systems. In response, 

Netgain reported it took measures to contain the threat, including disabling external and 

internal network pathways and taking client services offline.24 

44. On May 28, 2021, Caravus, an independent healthcare insurance broker in 

St. Louis, Missouri, issued a press release noting the “potential impact to some personal 

information as a result of a 2020 ransomware attack on a former vendor, Netgain 

Technology, LLC[.]”25 Caravus’s investigation revealed that, despite having previously 

ending its contract with Netgain, Netgain’s servers still retained Caravus’s data from in or 

before 2016. As one security blogger put it: “for more than 5 years, [Caravus’s] data sat on 

an old server and Netgain never securely deleted it or encrypted it at rest[.]”26 The attackers 

ultimately compromised that unsecured and unnecessarily stored data. 

45. On August 24, 2021, LifeLong Medical Care, a health, dental, and social 

services provider in California’s San Francisco Bay area, issued a press release noting 

“Netgain, a third-party vendor that provides services to certain healthcare providers, 

including LifeLong, discovered anomalous network activity.”27 LifeLong’s investigation 

revealed “that certain identifiable personal and protected health information was accessed 

 
24 Ltr to Bob Ferguson, Office of the Attorney General of Washington State, from 

Barbara Nault, Studebaker Nault, PLLC (Feb. 17, 2021), https://agportal-

s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting_Law_Enforcement/Woo

dcreekProviderServicesLLC.2021-02-17.pdf  
25 Dissent, Caravus Impacted by Netgain Technology Breach, DataBreaches.Net 

(May 28, 2021), https://www.databreaches.net/caravus-impacted-by-netgain-technology-

breach-because-vendor-failure-to-destroy-legacy-data/  
26 Id. 
27 Press Release: LifeLong Medical Care Provides Notice of Netgain Data Security 

Incident (Aug. 24, 2021), https://lifelongmedical.org/wp-

content/uploads/2021/08/LifeLong-Medical-Care-Notice-of-Data-Security-Incident.pdf 
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and/or acquired from Netgain’s network in connection with this incident, including full 

names and one or more of the following: Social Security numbers, dates of birth, patient 

cardholder numbers, and/or treatment/diagnosis information.”28 

46. In all, at this time, the known Netgain customers impacted by the Data 

Breach include: (1) Ramsey County, Minnesota, (2) Woodcreek Provider Services and 

MultiCare Health System, (3) Sandhill Medical Foundation, (4) Apply Valley Clinic/ Alina 

Health, (5) Neighborhood Healthcare, (6) San Diego Family Care, and its associate, Health 

Center Partners of Southern California, (7) Jackson Thornton, (8) SouthCare Carolina, (9) 

Crystal Practice Management, (10) SAC Health Systems, (11) LifeLong Medical Care, 

(12) Perkins & Co; (13) Barrett Business Services; (14) Nevada Orthopedic & Spine 

Center;  and (15) Minnesota Community Care.  

47. Collectively, the impacted businesses have already reported hundreds of 

thousands of client and patient records impacted by the Data Breach. However, not all the 

impacted businesses have provided an indication of the number of records compromised, 

and it is likely other unknown or undisclosed entities were also affected.  

48. What is clear, however, is that all the impacted companies provide healthcare 

or financial services, collect and maintain sensitive data, and trusted Netgain to do as it 

promised—to provide secure IT services that keep its data safe. Netgain failed to do so. 

49. After the Data Breach, Netgain admitted its data security was deficient and 

caused the Data Breach to occur. For instance, Netgain acknowledged that it “identified 

additional opportunities to strengthen [its] security posture” and needed to “implement[] a 

 
28 Id. 
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number of . . . identified enhancements to [its] security posture . . . to progress a multi- 

pronged [security] approach[.]”29 These measures purportedly included “deploy[ing] new 

tools, revised policies and enforcement procedures, and implement[ing] an advanced 

around-the-clock managed detection and response service for proactive threat 

monitoring.”30 Netgain also acknowledged a need to make “an ongoing commitment to 

ensure [data security] remains top-of-mind.”31 

50. Furthermore, while Netgain boasted of the “new tools” it implemented to 

increase its security posture, those tools were not new to the data security industry. Rather, 

data security experts had been recommending those security measures be adopted for years 

leading up to the Data Breach. 

51. For example, the “around the clock managed detection and response service” 

Netgain identified is part of the services provided by a Security Information and Event 

Monitoring System (“SIEM”) designed to quickly identify indicators of an attack, issue 

warnings, and react to stop an intrusion early on. Data security experts have long 

recommended SIEM and other active monitoring systems in the healthcare industry to 

identify and respond to a data breach quickly and proactively.32  Indeed, basic enterprise 

security monitoring, like Splunk, has been available since 2013.  

 
29 What We Learned as a Ransomware Victim – So You Don’t Become One, 

NetgainCloud.com (Mar. 24, 2021) (last visited Sept. 22, 2021), 

https://netgaincloud.com/blog/what-we-learned-as-a-ransomware-victim-so-you-dont-

become-one/ 
30 Id. 
31 Id. 
32 Susan Biddle, Why SIEM Solutions Are Essential to Securing Healthcare 

Networks, Fortinet (Jun. 16, 2017) (last visited Sept. 22, 2021), 

https://www.fortinet.com/blog/industry-trends/why-siem-solutions-are-essentialto-

CASE 0:21-cv-01210-SRN-LIB   Doc. 35   Filed 09/23/21   Page 18 of 56



 19 

52. Moreover, while Netgain now recognizes the need to make an “ongoing 

commitment” to data security and keep it “top-of-mind,” security experts, including in the 

healthcare industry, have long warned companies that data security must be a top priority. 

The Department of Human Health and Services, in a series providing cybersecurity tips for 

those in the healthcare industry, wrote that: 

The tips in this document describe some ways to reduce the risk, decreasing 

the likelihood that patients’ personal health information will be exposed to 

unauthorized disclosure, alteration, and destruction or denial of access. But 

none of these measures can be effective unless the health care practice is 

willing and able to implement them, to enforce policies that require these 

safeguards to be used, and to effectively and proactively train all users so that 

they are sensitized to the importance of information security. In short, each 

health care practice must instill and support a security-minded 

organizational culture.33(emphasis added). 

 

53. Various notices have indicated the stolen Sensitive Information of Plaintiffs 

and the Class included full names, dates of birth, bank account and routing numbers, Social 

Security numbers, driver’s license numbers, medical records, health insurance policy 

numbers, and employee health information. For example, Plaintiff Meier’s notice on behalf 

of G.C-M. indicated the “information involved may have included some of the following: 

your name, date of birth, address, and information about the care you received from 

Neighborhood Healthcare such as insurance coverage information, physician you saw and 

treatment codes.”  Plaintiff Doe’s notice indicated the “information involved…may include 

 

securing-healthcare-networks; Elizabeth O’Dowd, Healthcare SIEM Provides Security 

Through Even Data Monitoring, Hit Infrastructure (Dec. 31, 2017) (last visited Sept. 22, 

2021), https://hitinfrastructure.com/news/healthcare-siem-provides-security-through-

event- datamonitoring. 
33 Top 10 Tips for Cybersecurity in Healthcare, Department of Health & Human 

Services (last visited Sept. 22, 2021),  

https://www.healthit.gov/sites/default/files/Top_10_Tips_for_Cybersecurity.pdf 
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the following: name, date of birth, Social Security number, diagnosis/treatment 

information, provider name, medical record number, and treatment cost information.” 

Plaintiff Reichert’s notice indicated the data involved in the “cyberattack on Netgain’s 

system included the following types of personal information: names, dates of birth, social 

security numbers, bank account and routing numbers, patient billing information and 

medical information, such as medical symptoms and diagnoses.” Plaintiff Kalling’s notice 

indicated the data involved included: 

[F]ull or partial: first and last names, dates of birth, billing information, social 

security numbers, telephone numbers, mailing and billing addresses, email 

addresses, patient and record identifiers, information relating to [patient] 

treatment (including billing and diagnosis codes, and the dates and locations 

of [patient] treatment), information contained within [patient] state-issued 

photo identification (including biometric information such as [patient] 

height, weight, driver’s license number, organ donor status, and appearance), 

and insurance cards containing [patient] name and/or beneficiary number. 

 

54. However, the notice Netgain provided to some of its clients, including 

healthcare provider Health Center Partners of Southern California (“HCP”), was 

unreasonably delayed. Customers of this healthcare provider were not informed of the Data 

Breach until February 24, 2021, March 26, 2021, April 12, 2021, and May 7, 2021, 

although the breach “may have occurred as early as September 2020.”34  Hundreds of 

thousands of Class members were notified even later. Plaintiffs and the Class did not know 

to take action to secure their Sensitive Information and mitigate any associated risks or 

harm until five or more months after the breach occurred.  

 
34 Dissent, Woodcreek Provider Notifies More than 210,000 Patients of Netgain 

Technology Ransomware Incident, DataBreaches.net (Mar. 5, 2021) (last visited Sept. 22, 

2021),  https://www.databreaches.net/woodcreek-provider-services-notifies-more-than-

210000-patients-of-netgain-ransomware-incident/ 
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1. Data Breaches Lead to Identity Theft and Cognizable Injuries. 

55. The personal, health, and financial information of Plaintiffs and the Class, is 

valuable and has been commoditized in recent years. 

56. The ramifications of Defendant’s failure to keep Plaintiffs’ and the Class’s 

Sensitive Information secure are severe. Identity theft occurs when someone uses another’s 

personal and financial information such as that person’s name, account number, Social 

Security number, driver’s license number, date of birth, and/or other information, without 

permission, to commit fraud or other crimes. 

57. According to experts, one out of four data breach notification recipients 

becomes a victim of identity fraud.35  

58. Stolen Sensitive Information is often trafficked on the “dark web,” a heavily 

encrypted part of the Internet that is not accessible via traditional search engines. Law 

enforcement has difficulty policing the “dark web” due to this encryption, which allows 

users and criminals to conceal identities and online activity.  

59. Moreover, according to Robert P. Chappell, Jr., a law enforcement 

professional, a minor’s information can be stolen and used until the minor turns eighteen 

years old before the minor even realizes he or she has been victimized.36 

 
35 Study Shows One in Four Who Receive Data Breach Letter Become Fraud 

Victims, ThreatPost.com (last visitedSept. 22, 2021), https://threatpost.com/study-shows-

one-four-who-receive-data-breach-letter-become-fraud-victims-022013/77549/ 
36 Brett Singer, What is Child Identify Theft?, Parents (last visited Sept. 22, 

2021), https://www.parents.com/kids/ 

safety/tips/what-is-child-identity-theft/. 
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60. The risk to Plaintiff Meier’s minor child G.C-M. and other potential minor 

Class members is substantial given their age and lack of established credit because their 

information can be used to create a “clean identity slate.” It is not surprising, then, that one 

report found that children are 51% more likely be victims of identity theft than adults.37  

Cybercriminals on the dark web have been caught selling Social Security numbers of 

infants for $300 per number to be used on fraudulent tax returns.38 

61. Once Sensitive Information is sold, it is often used to gain access to various 

areas of the victim’s digital life, including bank accounts, social media, credit card, and tax 

details. This can lead to additional Sensitive Information being harvested from the victim, 

as well as Sensitive Information from family, friends, and colleagues of the original victim.  

62. According to the FBI’s Internet Crime Complaint Center (IC3) 2019 Internet 

Crime Report, Internet-enabled crimes reached their highest number of complaints and 

dollar losses that year, resulting in more than $3.5 billion in losses to individuals and 

business victims.  

63. Further, according to the same report, “rapid reporting can help law 

enforcement stop fraudulent transactions before a victim loses the money for good.” 

Defendant did not rapidly report to Plaintiffs and the Class that their Sensitive Information 

had been stolen.  

 
37 Avery Wolfe, How Data Breaches Affect Children, Axion Cyber Sols. (Mar. 

15, 2018) (last visited Sept. 22, 2021), https://axiomcyber.com/data-breach/how-data-

breaches-affect-children/. 
38 Id. 
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64. Victims of identity theft also often suffer embarrassment, blackmail, or 

harassment in person or online, and/or experience financial losses resulting from 

fraudulently opened accounts or misuse of existing accounts.  

65. Data breaches facilitate identity theft as hackers obtain consumers’ Sensitive 

Information and use it to siphon money from existing accounts, open new accounts in the 

names of their victims, or sell consumers’ Sensitive Information to others who do the same.  

66. Moreover, in light of the current COVID-19 pandemic, Plaintiffs’ and the 

Class’s Sensitive Information can be used to fraudulently obtain emergency stimulus or 

relief payments or other forms monetary compensation, unemployment and/or enhanced 

unemployment benefits. 

67. Victims of identity theft often suffer indirect financial costs as well, 

including the costs incurred due to litigation initiated by creditors and in overcoming the 

many obstacles they face in obtaining or retaining credit.  

68. In addition to out-of-pocket expenses that can exceed thousands of dollars 

for the victim of new account identity theft, and the emotional toll identity theft can take, 

some victims have to spend a considerable time repairing the damage caused by the theft 

of their Sensitive Information. Victims of new account identity theft will likely have to 

spend time correcting fraudulent information in their credit reports and continuously 

monitor their reports for future inaccuracies, close existing bank/credit accounts, open new 

ones, and dispute charges with creditors.  

69. Further complicating the issues faced by victims of identity theft, data thieves 

may wait years before attempting to use the stolen Sensitive Information. To protect 
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themselves, Plaintiffs and the Class (and the business entities whose information was 

breached) will need to be remain vigilant against unauthorized data use for years or even 

decades to come. 

70. After the Data Breach, Netgain attempted to downplay its role in causing the 

breach. Netgain began a series of blog posts billed as an effort to describe “what [Netgain] 

learned as a ransomware victim.”39 But the blogposts read as an effort to divert blame. 

71. In one post, Netgain claimed that “[n]o company or government agency is 

immune to cyberattacks” and noted other, apparently larger organizations, were also 

breached.40 It also put the blame, in part, on the very clients’ whose data Netgain exposed. 

Netgain wrote that: 

For too long, managed service providers and technology partners (including 

us) have taken the stance of shielding our clients from the headaches, 

intricacies, and complications that a strong security stance involves. While 

it’s true that we can significantly reduce the burden of security on our clients 

and their teams, the responsibility is still shared. We owe it to our clients to 

ensure that they not only understand the steps we’re taking as their IT partner, 

but also the measures that require their active participation and consent.41 

72. In other words, despite Netgain’s promise that it could and would protect its 

clients’ highly sensitive data for them (“Hackers Don’t Sleep. But you can.”), after getting 

breached it claimed that its clients (who were not breached and who were not purportedly 

data security specialists) had a shared responsibility for the breach. 

 
39 What We Learned as a Ransomware Victim – So You Don’t Become One, 

NetgainCloud.com (Mar. 24, 2021) (last visited Sept. 22, 2021), 

https://netgaincloud.com/blog/what-we-learned-as-a-ransomware-victim-so-you-dont-

become-one.  
40 Id.  
41 Id. 
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73. Thus, despite the fact Netgain, not its customers, is in complete control of its 

own systems and data security, it still has attempted to put the onus of data security onto 

its clients. This despite Netgain’s supposed expertise in the matter and its representations 

that it would handle cybersecurity on their behalf.  

74. Perhaps the most salient advice Netgain provided was in its third blog post, 

where it directed clients to “[a]ddress security requirements with third parties, particularly 

if the organization outsourced the management and control of some of its information 

systems, networks and/or desktop environment.” Netgain—being the very type of third 

party that controls its clients’ IT systems—deserves to be scrutinized and heavily 

monitored by its clients because, as evidenced by the Data Breach, it cannot be trusted to 

protect highly sensitive data. 

75. The Federal Trade Commission (“FTC”) has also recognized that consumer 

data is a new (and valuable) form of currency. In a FTC roundtable presentation, former 

Commissioner, Pamela Jones Harbour, underscored this point by reiterating that “most 

consumers cannot begin to comprehend the types and amount of information collected by 

businesses, or why their information may be commercially valuable. Data is currency.”42  

76. The FTC has also issued numerous guidelines for businesses that highlight 

the importance of reasonable data security practices. The FTC has noted the need to factor 

data security into all business decision-making.43 According to the FTC, data security 

 
42 Statement of FTC Commissioner Pamela Jones Harbour—Remarks Before FTC 

Exploring Privacy Roundtable, (Dec. 7, 2009) (last visited Sept. 22, 2021), 

http://www.ftc.gov/speeches/harbour/091207privacyroundtable.pdf. 
43 Start With Security, A Guide for Business, FTC (last visited Sept. 22, 2021), 

https://www.ftc.gov/system/files/documents/plain-language/pdf0205-
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requires: (1) encrypting information stored on computer networks; (2) retaining payment 

card information only as long as necessary; (3) properly disposing of personal information 

that is no longer needed; (4) limiting administrative access to business systems; (5) using 

industry unapproved activity; (6) monitoring activity on networks to uncover unapproved 

activity; (7) verifying that privacy and security features function properly; (8) testing for 

common vulnerabilities; and (9) updating and patching third-party software.44 

77. According to the FTC, unauthorized Sensitive Information disclosures wreak 

havoc on consumers’ finances, credit history and reputation, and can take time, money and 

patience to resolve the fallout.45 The FTC, as such, treats the failure to employ reasonable 

and appropriate measures to protect against unauthorized access to confidential consumer 

data as an unfair act or practice prohibited by Section 5(a) of the FTC Act. 

78. To that end, the FTC has issued orders against businesses that failed to 

employ reasonable measures to secure sensitive payment card data. See In the matter of 

Lookout Services, Inc., No. C-4326, ⁋ 7 (June 15, 2011) (“[Defendant] allowed users to 

bypass authentication procedures” and “failed to employ sufficient measures to detect and 

prevent unauthorized access to computer networks, such as employing an intrusion 

detection system and monitoring system logs.”); In the matter of DSW, Inc., No. C-4157, 

⁋ 7 (Mar. 7, 2006) (“[Defendant] failed to employ sufficient measures to detect 

unauthorized access.”); In the matter of The TJX Cos., Inc., No. C-4227 (Jul. 29, 2008) 

 

startwithsecurity.pdf. 
44  Id.  
45 See Taking Charge, What to Do If Your Identity is Stolen, FTC, at 3 (2012) (last 

visited Sept. 22, 2021), www.consumer.ftc.gov/articles/pdf-0009-taking-charge.pdf. 
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(“[R]espondent stored . . . personal information obtained to verify checks and process 

unreceipted returns in clear text on its in-store and corporate networks[,]” “did not require 

network administrators . . . to use different passwords to access different programs, 

computers, and networks[,]” and “failed to employ sufficient measures to detect and 

prevent unauthorized access to computer networks . . .”); In the matter of Dave & Buster’s 

Inc., No. C-4291 (May 20, 2010) (“[Defendant] failed to monitor and filter outbound traffic 

from its networks to identify and block export of sensitive personal information without 

authorization” and “failed to use readily available security measures to limit access 

between instore networks . . .”). These orders, which all preceded Netgain’s Data Breach, 

further clarify the measures businesses must take to meet their data security obligations. 

79. Consumers place a high value on their PII and a greater value on their PHI, 

in addition to the privacy of their Sensitive Information. Research shows how much 

consumers value their data privacy, and the amount is considerable. Indeed, studies confirm 

that “[a]mong U.S. subjects, protection against errors, improper access, and secondary use 

of personal information is worth US $30.49–44.62.”46 

80. By virtue of the Data Breach here and unauthorized release and disclosure of 

the Sensitive Information of Plaintiffs and the Class, Netgain deprived Plaintiffs and the 

Class of the substantial value of their Sensitive Information, to which they are entitled. As 

 
46 See Il-Horn Hann et al., The Value of Online Information Privacy (Oct. 2002) 

available at http://www.comp.nus.edu.sg/~ipng/research/privacy.pdf (last visited Sept. 22, 

2021); see also Tsai, Cranor, Acquisti, and Egelman, The Effect of Online Privacy 

Information on Purchasing Behavior, 22 (2) Information Systems Research 254, 254 (June 

2011). 
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previously alleged, Netgain failed to provide reasonable and adequate data security, 

pursuant to and in compliance with industry standards and applicable law. 

81. As a cybersecurity expert, Netgain was aware of the potential harm caused 

by a data breach, and even offered cyber security best practices tips.47 In fact, in its March 

24, 2021 blog titled “What we learned as a ransomware victim – so you don’t become one,” 

Netgain writer Patrick Williamson admitted Netgain identified “additional opportunities to 

strengthen our security posture in a continuous journey with an ongoing commitment to 

ensure this remains top-of-mind.”48 Netgain, as a company profiting from its cybersecurity 

services, understood better than most how important data security is and the ongoing nature 

of maintaining the latest technology and protocols for cyber security.  

82. Identity theft associated with data breaches is particularly pernicious due to 

the fact that the information is made available, and has usefulness to identity thieves, for 

an extended period of time after it is stolen.  

83. As a result, victims suffer immediate and long-lasting exposure and are 

susceptible to further injury over the passage of time.  

84. Even absent any adverse use, consumers suffer injury from the simple fact 

that information associated with their financial accounts and identity has been stolen. When 

Sensitive Information is stolen, accounts become less secure, and the information once 

 
47 See Kris Tufto, How Costly is a Data Breach (Mar. 3, 2020) (last visited Sept. 22, 

2021), https://netgaincloud.com/blog/how-costly-is-a-data-breach/ 
48 What We Learned as a Ransomware Victim – So You Don’t Become One, 

NetgainCloud.com (Mar. 24, 2021) (last visited Sept. 22, 2021), 

https://netgaincloud.com/blog/what-we-learned-as-a-ransomware-victim-so-you-dont-

become-one  
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used to sign up for bank accounts and other financial services is no longer as reliable as it 

had been before the theft. Thus, consumers must spend time and money to re-secure their 

financial position and rebuild the good standing they once had in the financial community.  

85. As a direct and proximate result of Netgain’s wrongful actions and omissions 

here, Plaintiffs and the Class have suffered, and will continue to suffer, ascertainable losses, 

economic damages, and other actual injury and harm, including, inter alia: (i) from the 

untimely and inadequate notification of the Data Breach, (ii) the resulting immediate and 

continuing risk of future ascertainable losses, economic damages and other actual injury 

and harm, (iii) the opportunity cost and value of lost time they must spend to monitor their 

financial accounts and other accounts—for which they are entitled to compensation; and 

(iv) out-of-pocket expenses for securing identity theft protection and other similar 

necessary services. 

86. Plaintiff Meier on behalf of G.C.-M. As a direct and proximate result of 

Netgain’s wrongful actions or omissions, Plaintiff Meier’s minor child G.C-M.’s Sensitive 

Information was stolen. According to the Notice Plaintiff Meier received, the stolen 

Sensitive Information included the minor’s name, date of birth, address, and information 

about the care they received, such as insurance coverage information, attending physician, 

and treatment information. Netgain was storing Plaintiff Meier’s minor child G.C-M’s 

Sensitive Information on behalf of Neighborhood Healthcare, where Plaintiff Meier’s 

minor child G.C-M. had been treated. Netgain offered free credit monitoring, which does 

nothing to protect Plaintiff Meier’s minor child G.C-M. because the child must have 

established credit to enroll. As a minor, he does not have established credit yet. However, 
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hackers may still use a minor’s information to take out credit cards and car loans.49 A 

child’s information can be stolen at birth and used until the child turns eighteen years old 

before the child realizes they’ve been victimized.50 

87. The risk to Plaintiff Meier’s child G.C-M., as a minor, is substantial given 

the minor’s lack of established credit because his information can be used to create a “clean 

identity slate.” Plaintiff Meier’s child G.C-M. remains at a present and continued risk of 

harm due to the exposure and potential misuse of her personal data by criminal hackers. 

88. Plaintiff Doe. As a direct and proximate result of Netgain’s wrongful actions 

and omissions, Plaintiff Doe received a Notice that Plaintiff Doe’s Sensitive Information—

stored on Netgain’s systems—was stolen in the Data Breach. Netgain was storing Plaintiff 

Doe’s Sensitive Information on behalf of one of Health Center Partners of Southern 

California’s member organizations where Plaintiff Doe received treatment. Since receiving 

the Notice dated May 7, 2021, Plaintiff Doe has monitored her credit using Credit Karma. 

Plaintiff Doe remains at a present and continued risk of harm due to the exposure and 

potential misuse of her personal data by criminal hackers. 

89. Plaintiff Susan Marie Reichert. As a direct and proximate result of Netgain’s 

wrongful actions or omissions, Plaintiff Reichert received a Notice that her Sensitive 

Information—on Netgain’s systems—was also included in the batch of information stolen 

 
49 Hackers are leaking children’s data — and there’s little parents can do, NBC 

News (Sept. 10, 2021) (last visited Sept. 22, 2021), 
https://www.nbcnews.com/tech/security/hackers-are-leaking-childrens-data-s-little-parents-can-

rcna1926  
50 Brett Singer, What is Child Identity Theft? Parents.com (last visited Sept. 22, 

2021), https://www.parents.com/kids/safety/tips/what-is-child-identity-theft/  
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during the Data Breach. Netgain was providing IT services, including maintaining 

Sensitive Information on its systems, to Apple Valley Clinic, where Plaintiff Reichert was 

a patient. Reichert spent time reviewing her credit card and banking statements to identify 

any fraudulent transactions. Plaintiff Reichert remains at a present and continued risk of 

harm due to the exposure and potential misuse of his personal data by criminal hackers. 

90. Plaintiff Mark Kalling. As a direct and proximate result of Netgain’s 

wrongful actions and omissions, Plaintiff Kalling received a Notice that his Sensitive 

Information—on Netgain’s systems—was also included in the batch of information stolen 

during the Data Breach. Netgain was providing services to Nevada Orthopedic & Spine 

Center, where Plaintiff Kalling received two surgeries. After the Data Breach in September 

2020, Plaintiff Kalling subsequently received at least four notifications of credit card fraud. 

At the time of filing his complaint, Plaintiff Kalling had spent over thirty–hours mitigating 

the damage to his credit as a result of the Netgain’s Data Breach. Plaintiff Kalling remains 

at a present and continued risk of harm due to the exposure and potential misuse of his 

personal data by criminal hackers. 

91. Plaintiff Robert Smithburg. As a direct and proximate result of Netgain’s 

wrongful actions and omissions, Plaintiff Smithburg received a Notice that Plaintiff 

Smithburg’s Sensitive Information—stored on Netgain’s systems—was also included in 

the batch of information stolen during the Data Breach. Netgain provided IT services to 

Appley Valley Medical Clinic/ Allina Health, where Smithburg was a patient. In providing 

its services, Netgain stored, managed, and oversaw Smithburg’s Sensitive Information. 

Smithburg received a notice that his Sensitive Information may have stolen in the Data 
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Breach and, as a result, he spent time signing up for credit monitoring and reviewing his 

credit cards and bank statements for fraudulent transactions. Plaintiff Smithburg remains 

at a present and continued risk of harm due to the exposure and potential misuse of his 

personal data by criminal hackers. 

92. Plaintiff Thomas Lindsay. As a direct and proximate result of Netgain’s 

wrongful actions and omissions, Plaintiff Lindsay received a Notice that Plaintiff Lindsay’s 

Sensitive Information—stored on Netgain’s systems—was also included in the batch of 

information stolen during the Data Breach. Netgain provided IT Services to Apple Valley 

Medical Clinic, where Lindsay was a patient. In providing its services, Netgain stored, 

managed, and oversaw Lindsay’s Sensitive Information on its systems. Lindsay received 

notice that his Sensitive Information may have been stolen during the Netgain Data Breach 

and, as a result, he spent time contacting Apple Valley Medical Clinic about the breach, 

signing up for credit monitoring, and talking to his bank and investment companies about 

the breach and potential fraud. Plaintiff Lindsay remains at a present and continued risk of 

harm due to the exposure and potential misuse of his personal data by criminal hackers. 

93. Plaintiff Robin Guertin. As a direct and proximate result of Netgain’s 

wrongful actions and omissions, Plaintiff Guertin received a Notice that Plaintiff Guertin’s 

Sensitive Information—stored on Netgain’s systems—was also included in the batch of 

information stolen during the Data Breach. Netgain provided IT services to Sandhills 

Medical Center, where Guertin was a patient. In providing its services, Netgain stored, 

managed, and oversaw Guertin’s Sensitive Information. Guertin received a notice that, as 

a result of the Data Breach, her Sensitive Information may have been stolen. Subsequently, 
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Guertin spent time signing up for credit monitoring, reviewing her banking information to 

identify fraudulent charges, and changing all of her passwords. Plaintiff Guertin remains 

at a present and continued risk of harm due to the exposure and potential misuse of her 

personal data by criminal hackers. 

CLASS DEFINITION AND ALLEGATIONS 

94. Plaintiffs bring this class action pursuant to Fed. R. Civ. P. 23(a), 23(b)(2), 

and 23(b)(3), individually and on behalf of all members of the following classes: 

The Nationwide Class: 

All natural persons residing in the United States whose data 

was exposed as a result of the Data Breach. 

The California Subclass: 

All natural persons residing in the State of California whose 

data was exposed as a result of the Data Breach. 

The Minnesota Subclass: 

All natural persons residing in the State of Minnesota whose 

data was exposed as a result of the Data Breach. 

Collectively, the California Subclass and the Minnesota Subclass are referred to as the State 

Subclasses, and collectively, the Nationwide Class and the State Subclasses are referred to 

as “the Class,” unless there is need to differentiate them. Excluded from the Class are: (i) 

Defendant and its officers, directors, affiliates, parents, and subsidiaries (ii) the Judge 

presiding over this action, and (iii) any other person or entity found by a court of competent 

jurisdiction to be guilty of initiating, causing, aiding or abetting the criminal activity 

occurrence of the Data Breaches or who pleads nolo contendere to any such charge. 
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95. Certification of Plaintiffs’ claims for class-wide treatment is appropriate 

because Plaintiffs can prove the elements of their claims on class-wide bases using the 

same evidence as would be used to prove those elements in individual actions asserting the 

same claims.  

96. Numerosity. The members of the Class are so numerous that joinder of all 

members of the Class is impracticable. Plaintiffs are informed and believe that the proposed 

Class includes hundreds of thousands of Defendant’s customers who have been damaged 

by Defendant’s conduct as alleged herein. The precise number of Class members is 

unknown to Plaintiffs but may be ascertained from Defendant’s records.  

97. Commonality and Predominance. This action involves common 

questions of law and fact, which predominate over any questions affecting 

individual Class members. These common legal and factual questions include, but 

are not limited to, the following:  

a. whether Defendant engaged in the wrongful conduct alleged herein;  

b. whether the alleged conduct constitutes violations of the laws asserted;  

c. whether Defendant owed Plaintiffs and the other Class members a duty to 

adequately protect their Sensitive Information;  

d. whether Defendant breached its duty to protect the personal and financial 

data of Plaintiffs and the other Class members;  

e. whether Defendant knew or should have known about the inadequacies of its 

data protection, storage, and security;  

f. whether Defendant failed to use reasonable care and commercially 
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reasonable methods to safeguard and protect Plaintiffs’ and the Class’s 

Sensitive Information from unauthorized theft, release, or disclosure;  

g. whether the proper data security measures, policies, procedures and protocols 

were in place and operational within Defendant’s offices and computer 

systems to safeguard and protect Plaintiffs’ and the Class’s Sensitive 

Information from unauthorized theft, release or disclosure;  

h. whether Defendant breached its promise to keep Plaintiffs’ and the Class’s 

Sensitive Information safe and to follow federal data security protocols; 

i. whether Defendant violated § 1798.150 of the California Consumer Privacy 

Act by failing to prevent Plaintiffs’ and Class’s Sensitive Information from 

unauthorized access and exfiltration, theft, or disclosure, as a result of 

Defendant’s violation of its duty to implement and maintain reasonable 

security procedures and practices appropriate to the nature of the 

information; 

j. whether Defendant’s misconduct amounts to a violation of Cal. Bus. & Prof. 

Code § 17200, et seq.; 

k. whether Defendant’s conduct was the proximate cause of Plaintiffs’ and the 

other Class’s injuries;  

l. whether Defendant took reasonable measures to determine the extent of the 

Data Breach after it was discovered;  

m. whether Plaintiffs and the Class suffered ascertainable and cognizable 

injuries as a result of Defendant’s misconduct;  
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n. whether Plaintiffs and the Class are entitled to recover actual damages and/or 

statutory damages; and  

o. whether Plaintiffs and the Class are entitled to other appropriate remedies, 

including injunctive relief.  

98. Defendant engaged in a common course of conduct giving rise to the claims 

asserted by Plaintiffs on behalf of themselves and the Class. Individual questions, if any, 

pale by comparison, in both quality and quantity, to the numerous common questions that 

dominate this action.  

99. Typicality. Plaintiffs’ claims are typical of the claims of the members of the 

Class. All Class members were subject to the Data Breach and had their Sensitive 

Information accessed by and/or disclosed to unauthorized third parties. Defendant’s 

misconduct impacted all Class members in a similar manner.  

100. Adequacy. Plaintiffs will fairly and adequately protect the interests of the 

members of the Class, have retained counsel experienced in complex consumer class action 

litigation, and intend to prosecute this action vigorously. Plaintiffs have no adverse or 

antagonistic interests to those of the Class.  

101. Superiority. A class action is superior to all other available means for the 

fair and efficient adjudication of this controversy. The damages or other financial detriment 

suffered by individual Class members are relatively small compared to the burden and 

expense that would be entailed by individual litigation of their claims against Defendant. 

It would thus be virtually impossible for the Class members, on an individual basis, to 

obtain effective redress for the wrongs done to them. Individualized litigation would create 
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the danger of inconsistent or contradictory judgments arising from the same set of facts 

and would also increase the delay and expense to all parties and the courts. By contrast, the 

class action device provides the benefits of adjudication of these issues in a single 

proceeding, ensures economies of scale and comprehensive supervision by a single court, 

and presents no unusual management difficulties under the circumstances here.  

FIRST CAUSE OF ACTION 

Negligence 

(On Behalf of Plaintiffs, the Nationwide Class, and the State Subclasses) 

102. Plaintiffs incorporate by reference all previous allegations as though fully set 

forth herein. 

103. Netgain owed to Plaintiffs and the Class a duty of reasonable care to protect 

Plaintiffs’ and the Class’s data from the foreseeable threat of theft during a Data Breach. 

This duty arose from several sources.  

104. Netgain owed this duty to Plaintiffs and the Class because Plaintiffs and the 

Class are a well-defined, foreseeable, and probable group of individuals whom Netgain 

should have been aware could be injured by Defendant’s inadequate security protocols. 

Netgain actively solicited clients who retained managed Sensitive Information and, as part 

of its services, Netgain took control and managed that Sensitive Information on behalf of 

its clients. Thus, for Netgain to provide its services, it was required to use, handle, gather, 

and store the Sensitive Information of Plaintiffs and the Class. A repository of highly 

Sensitive Information was, as Netgain counseled its clients, a significant target for hackers. 

Netgain, thus, knew and understood long before the Data Breach that, as the keeper of 

Sensitive Information, it would need to implement adequate data security measures to 
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protect against a Data Breach. The foreseeable harm to Plaintiffs and the Class of Netgain’s 

inadequate data security measures created a duty to act reasonably in security Sensitive 

Information.  

105. Additionally, Netgain assumed a duty to Plaintiffs and the Class to protect 

their sensitive data. Netgain represented to its clients—healthcare and financial service 

companies—that it could collect, manage, store, and secure their customers’ data, including 

representing that it used “DoD-grade” and “ultra-secure” technologies to protect sensitive 

data. As such, when those healthcare and financial services companies provided Netgain 

with Plaintiffs’ and the Class’s Sensitive Information, it had a duty to protect that Sensitive 

Information based on its representations that it could and would do so and on its knowledge 

that a repository of sensitive data would be targeted by hackers.  

106. Netgain also owed a duty to timely and accurately disclose the scope, nature, 

and occurrence of the Data Breach. This disclosure is necessary so Plaintiffs and the Class 

can take appropriate measures to avoid unauthorized use of their Sensitive Information, 

accounts, cancel and/or change usernames and passwords on compromised accounts, 

monitor their accounts to prevent fraudulent activity, contact their financial institutions 

about compromise or possible compromise, obtain credit monitoring services, and/or take 

other steps in an effort to mitigate the harm caused by the Data Breach and Netgain’s 

unreasonable misconduct.  

107. Netgain breached its duty to Plaintiffs and the Class by failing to implement 

and maintain reasonable security controls that were capable of adequately protecting the 

Sensitive Information of Plaintiffs and the Class.  
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108. Netgain also breached its duty to timely and accurately disclose to the clients, 

Plaintiffs and the Class that their Sensitive Information had been or was reasonably 

believed to have been improperly accessed or stolen.  

109. Netgain’s negligence in failing to maintain reasonable data security is further 

evinced by its failure to comply with legal obligations and industry standards, and the delay 

between the date of the Data Breach and the time when Netgain disclosed it.  

110. The injuries to Plaintiffs and the Class were reasonably foreseeable to 

Netgain because laws and statutes, and industry standards require it to safeguard and 

protect its computer systems and employ procedures and controls to ensure that 

unauthorized third parties did not gain access to Plaintiffs’ and the Class’s Sensitive 

Information.  

111. The injuries to Plaintiffs and the Class were reasonably foreseeable because 

Netgain knew or should have known that systems used for safeguarding Sensitive 

Information were inadequately secured and exposed consumer Sensitive Information to 

being breached, accessed, and stolen by hackers and unauthorized third parties. As such, 

Netgain’s own misconduct created a foreseeable risk of harm to Plaintiffs and the Class.  

112. Netgain’s implemented knowingly deficient data security measures and 

failed to adopt reasonable measure that could protect the Sensitive Information of Plaintiffs 

and the Class, and those deficient security measures proximately caused Plaintiffs’ and the 

Class’s injuries because they directly allowed hackers to easily access Plaintiffs’ and the 

Class’s Sensitive Information. This ease of access allowed the hackers to steal Sensitive 

Information of Plaintiffs and the Class, which could lead to dissemination in black markets.  
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113. As a direct proximate result of Netgain’s conduct, Plaintiffs and the Class 

have suffered theft of their Sensitive Information. Netgain allowed thieves access to Class’s 

Sensitive Information, thereby decreasing the security of the Class’s financial and health 

accounts, making Class’s identities less secure and reliable, and subjecting the Class to the 

imminent threat of identity theft. Not only will Plaintiffs and the Class have to incur time 

and money to re-secure their bank accounts and identities, but they will also have to protect 

against identity theft for years to come.  

114. Netgain’s conduct warrants moral blame because it actively solicited its 

services to its clients, wherein it used, handled and stored the Sensitive Information of 

Plaintiffs and the Class without disclosing that its security was inadequate. Holding 

Netgain accountable for its negligence will further the policies embodied in the law by 

incentivizing IT service providers to properly secure sensitive consumer information and 

protect the consumers who rely on these companies every day. 

SECOND CAUSE OF ACTION  

Negligence Per Se 

(On Behalf of Plaintiffs and the Nationwide Class) 

115. Plaintiffs incorporate by reference all previous allegations as though fully set 

forth herein. 

116. Netgain’s unreasonable data security measures and failure to timely notify 

Plaintiffs and the Class of the Data Breach violates Section 5 of the FTC Act. Although the 

FTC Act does not create a private right of action, it requires businesses to institute 

reasonable data security measures and breach notification procedures, which Netgain failed 

to do. 
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117. Section 5 of the FTCA, 15 U.S.C. § 45, prohibits “unfair. . . practices in or 

affecting commerce” including, as interpreted and enforced by the FTC, the unfair act or 

practice of businesses like Netgain failing to use reasonable measures to protect sensitive 

health and financial data. The FTC publications and orders described above also form the 

basis of Netgain’s duty. 

118. Netgain violated Section 5 of the FTC Act by failing to use reasonable 

measures to protect sensitive health and financial data and by not complying with 

applicable industry standards. Netgain’s conduct was particularly unreasonable given the 

highly sensitive nature and amount of data it stored on its services and the foreseeable 

consequences of a Data Breach should Netgain employ unreasonable, inadequate data 

security. 

119. Netgain’s violation of Section 5 of the FTC Act constitutes negligence per 

se. 

120. Plaintiffs and the Class are within the class of persons Section 5 of the FTCA 

(and similar state statutes) were intended to protect. Additionally, the harm that has 

occurred is the type of harm the FTC Act (and similar state statutes) was intended to guard 

against. The FTC has pursued over fifty enforcement actions against businesses which, as 

a result of their failure to employ reasonable data security measures and avoid unfair and 

deceptive practices, caused the same type of harm suffered by Plaintiffs and the Class. 

121. As a direct and proximate result of Netgain’s negligence per se, Plaintiffs 

and the Class have suffered and continue to suffer injury. 

THIRD CAUSE OF ACTION  

Violation of the California Consumer Privacy Act, Cal. Civ. Code § 1798.150 

CASE 0:21-cv-01210-SRN-LIB   Doc. 35   Filed 09/23/21   Page 41 of 56



 42 

(On Behalf of the Plaintiffs and the California Subclass) 

122. Plaintiffs Meier and Doe incorporate by reference all previous allegations as 

though fully set forth herein. 

123. Netgain violated section 1798.150(a) of the California Consumer Privacy 

Act (“CCPA”) by failing to implement and maintain reasonable security procedures and 

practices appropriate to the nature of the information to protect the Sensitive Information 

of Plaintiffs and the Class. As a direct and proximate result, Plaintiffs and the Class 

Sensitive Information was subject to unauthorized access and exfiltration, theft, or 

disclosure. 

124. Netgain is a business organized for the profit or financial benefit of is owners, 

and, on information and belief, buys, receives, sells, or shares for commercial purposes the 

Sensitive Information of more than 50,000 consumers (of its clients). As a direct and 

proximate result of Netgain’s acts, Plaintiffs and California Subclass were injured and lost 

money, property, and/or the interest in the confidentiality and privacy of their Sensitive 

Information, and additional losses as described above. 

125. Plaintiffs and California Subclass seek relief under California Civil Code 

section 1798.150(a), including but not limited to, recovery of actual damages; injunctive 

or declaratory relief; any other relief the court deems proper; and attorneys’ fees and costs. 

126. Plaintiffs and the Class seek injunctive or other equitable relief to ensure 

Netgain adequately safeguards customers’ Sensitive Information by implementing 

reasonable security procedures and practices. Such relief is particularly important because 

Netgain continues to hold customers’ Sensitive Information, including Plaintiffs’ and the 
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Class’s Sensitive Information. These individuals have an interest in ensuring that their 

Sensitive Information is reasonably protected. 

127. In addition to filing this Complaint, on or about May 12, 2021, Plaintiffs 

Meier and Doe sent Netgain a notice letter to Defendant’s registered service agent via 

FedEx Priority Overnight as required by Civil Code section 1798.150(b). Netgain failed to 

cure the damages caused by the Data Breach within 30 days and, additionally, because 

Netgain’s misconduct already caused the theft of Plaintiffs’ data, no such cure is possible 

under these facts and circumstances. Plaintiffs, therefore, seek all damages available under 

California law, including actual damages, statutory damages of no less than $100 and up 

to $750 per customer record subject to the Data Breach on behalf of the California Subclass 

as authorized by the CCPA, and all other damages authorized by law.  

FOURTH CAUSE OF ACTION  

Violation of the California’s Unfair Competition Law,  

Cal. Bus. & Prof. Code § 17200, et seq. 

(On Behalf of the Plaintiffs and the California Subclass) 

128. Plaintiffs incorporate by reference all previous allegations as though fully set 

forth herein. 

129. Netgain engaged in unlawful and unfair business practices in violation of 

Cal. Bus. & Prof. Code § 17200, et seq. which prohibits unlawful, unfair, or fraudulent 

business acts or practices (“UCL”). 

130. Netgain’s conduct, as alleged above, is unlawful because it violates the 

Consumer Privacy Act of 2018, Civ. Code § 1798.100, et seq. (the “CCPA”), and other 

state data security laws. 
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131. Netgain stored the Sensitive Information of Plaintiffs and the California 

Subclass in its computer systems and knew or should have known it did not employ 

reasonable, industry standard, and appropriate security measures that complied with 

applicable regulations and that would have kept Plaintiffs’ and the California Subclass’s 

Sensitive Information secure and prevented the loss or misuse of that Sensitive 

Information. 

132. Netgain failed to disclose to Plaintiffs and the California Subclass that their 

Sensitive Information was not secure. However, Plaintiffs and the California Subclass were 

entitled to assume, and did assume, that Netgain had secured their Sensitive Information. 

At no time were Plaintiffs and the California Subclass on notice that their Sensitive 

Information was not secure, which Netgain had a duty to disclose. 

133. Netgain also violated California Civil Code § 1798.150 by failing to employ 

reasonable security procedures and practices, resulting in an unauthorized access and 

exfiltration, theft, or disclosure of Plaintiffs’ and the other California Subclass’s Sensitive 

Information. 

134. Had Netgain complied with these requirements, Plaintiffs and the California 

Subclass would not have suffered the damages related to the Data Breach. 

135. Netgain’s conduct is an unfair business practice under the UCL because it 

was immoral, unethical, oppressive, and unscrupulous and caused substantial harm. This 

conduct includes employing unreasonable and inadequate data security despite its business 

model of actively soliciting and receiving highly Sensitive Information. 
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136. Netgain also engaged in unfair business practices under the “tethering test.” 

Its actions and omissions, as described above, violated fundamental public policies 

expressed by the California Legislature. See, e.g., Cal. Civ. Code § 1798.1 (“The 

Legislature declares that . . . all individuals have a right of privacy in information pertaining 

to them . . . The increasing use of computers . . . has greatly magnified the potential risk to 

individual privacy that can occur from the maintenance of personal information.”); Cal. 

Civ. Code § 1798.81.5(a) (“It is the intent of the Legislature to ensure that personal 

information about California residents is protected.”); Cal. Bus. & Prof. Code § 22578 (“It 

is the intent of the Legislature that this chapter [including the Online Privacy Protection 

Act] is a matter of statewide concern.”). Defendant’s acts and omissions thus amount to a 

violation of the law. 

137. Instead, Netgain made the Sensitive Information of Plaintiffs and the 

California Subclass accessible to scammers, identity thieves, and other malicious actors, 

subjecting Plaintiffs and the Class to an impending risk of identity theft. Additionally, 

Netgain’s conduct was unfair under the UCL because it violated the policies underlying 

the laws set out in the prior paragraph. 

138. The harm caused by Netgain’s unfair practices outweighs any potential 

benefits from those practices. Further, there were reasonable alternatives available to it to 

further its legitimate business interests. 

139. Plaintiffs and the California Subclass suffered injury in fact and lost money 

or property as the result of Netgain’s unlawful business practices. In addition, Plaintiffs’ 

and the California Subclass’s Sensitive Information was taken and is in the hands of those 
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who are free to use it for their own advantage, or is being sold for value, making it clear 

that the hacked information is of tangible value.  

140. As a result of Defendant’s violations of the UCL, Plaintiffs and the Class are 

entitled to restitution and other equitable relief. 

FIFTH CAUSE OF ACTION  

Violation of the Minnesota Health Records Act  

Minn. Stat. §§ 144.291 and 144.293 

(On Behalf of the Plaintiffs, the Nationwide Class) 

141. Plaintiffs incorporate by reference all previous allegations as though fully set 

forth herein. 

142. Under the Minnesota Health Records Act, “health record” means any 

information, whether oral or recorded in any form or medium, that relates to the past, 

present, or future physical or mental health or condition of a patient; the provision of 

healthcare to a patient; or the past, present, or future payment for the provision of healthcare 

to a patient. Minn. Stat. § 144.291, subd. 2(c) (the “MHRA”). 

143. The Sensitive Information of Plaintiffs and the Class that was released in the 

Data Breach involved health records as that term is defined in the MHRA. 

144. Plaintiffs and the Class are “patients” as that term is defined under the 

MHRA at all times relevant to this action under Minn. Stat. § 144.291, subd. 2(g). 

145. Under the MHRA, it is unlawful for a third party to access a patient’s health 

records from a provider, or a person who receives records from a provider, without the 

patient or the patient’s legally authorized representative’s consent, specific authorization 

in law, or a representative from a provider that holds a signed and dated consent from the 

patient authorizing the release. Minn. Stat. § 144.293, subd. 2(1-3). 
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146. Via the Data Breach, Netgain released Plaintiffs’ and the Class’s health 

records. 

147. Neither Plaintiffs nor the Class consented to have their health records 

released in the Data Breach. 

148. Under the MHRA, a provider or other person who causes an unauthorized 

release of a health record by negligently releasing the health record is liable to the patient 

for compensatory damages, plus costs and reasonable attorney fees. Minn. Stat. § 144.298, 

subd. 2. As a result of Netgain’s violations of the MHRA, Plaintiffs and the other Class 

members seek all damages authorized by law, including compensatory damages plus costs, 

and reasonable attorney fees. 

SIXTH CAUSE OF ACTION  

Declaratory Judgment 

(On Behalf of the Plaintiffs and all Classes) 

149. Plaintiffs incorporate by reference all previous allegations as though fully set 

forth herein. 

150. Under the Declaratory Judgment Act, 28 U.S.C. §§ 2201, et seq., this Court 

is authorized to enter a judgment declaring the rights and legal relations of the parties and 

to grant further necessary relief. Furthermore, the Court has broad authority to restrain acts, 

such as those alleged herein, which are tortious and which violate the terms of the federal 

and state statutes described above. 

151. An actual controversy has arisen in the wake of the Data Breach at issue 

regarding Netgain’s common law and other duties to act reasonably with respect to 

employing reasonable data security. Plaintiffs allege Netgain’s actions in this respect were 
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inadequate and unreasonable and, upon information and belief, remain inadequate and 

unreasonable. Additionally, Plaintiffs and the Class continue to suffer injury due to the 

continued and ongoing threat of new or additional fraud against them or on their accounts 

using the stolen data. 

152. Pursuant to its authority under the Declaratory Judgment Act, this Court 

should enter a judgment declaring, among other things, the following: 

a. Netgain owed, and continues to owe, a legal duty to employ reasonable data 

security to secure the Sensitive Information with which it is entrusted, 

specifically including information pertaining to healthcare and financial 

records it obtains from its clients, and to notify impacted individuals of the 

Data Breach under the common law and Section 5 of the FTC Act; 

b. Netgain breached, and continues to breach, its duty by failing to employ 

reasonable measures to secure its customers’ personal and financial 

information; and 

c. Netgain’s breach of its legal duty continues to cause harm to Plaintiffs and 

the Class. 

153. The Court should also issue corresponding injunctive relief requiring Netgain 

to employ adequate security protocols consistent with industry standards to protect its 

clients’ (i.e. Plaintiffs’ and the Class’s) data. 

154. If an injunction is not issued, Plaintiffs and the Class will suffer irreparable 

injury and lack an adequate legal remedy in the event of another breach of Netgain’s data 

systems. If another breach of Netgain’s data systems occurs, Plaintiffs and the Class will 
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not have an adequate remedy at law because many of the resulting injuries are not readily 

quantified in full and they will be forced to bring multiple lawsuits to rectify the same 

conduct. Simply put, monetary damages, while warranted to compensate Plaintiffs and the 

Class for their out-of-pocket and other damages that are legally quantifiable and provable, 

do not cover the full extent of injuries suffered by Plaintiffs and the Class, which include 

monetary damages that are not legally quantifiable or provable. 

155. The hardship to Plaintiffs and the Class if an injunction does not issue 

exceeds the hardship to Netgain if an injunction is issued. 

156. Issuance of the requested injunction will not disserve the public interest. To 

the contrary, such an injunction would benefit the public by preventing another data breach, 

thus eliminating the injuries that would result to Plaintiffs, the Class, and the public at 

large. 

PRAYER FOR RELIEF 

WHEREFORE, Plaintiffs, individually, and on behalf of all others similarly 

situated, respectfully requests that the Court enter an order:  

a. Certifying the Class and Subclasses as requested herein;  

b. Appointing Plaintiffs as Class Representative and undersigned counsel as 

Class Counsel; 

c. Finding that Defendant engaged in the unlawful conduct as alleged herein; 

d. Enjoining Defendant’s conduct and requiring Defendant to implement proper 

data security practices, specifically: 
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i. prohibiting Defendant from engaging in the wrongful and unlawful 

acts described herein; 

ii. requiring Defendant to protect, including through encryption, all data 

collected through the course of its business in accordance with all 

applicable regulations, industry standards, and federal, state or local 

laws; 

iii. requiring Defendant to delete, destroy, and purge the Sensitive 

Information of Plaintiffs and the Class unless Defendant can provide 

to the Court reasonable justification for the retention and use of such 

information when weighed against the privacy interests of Plaintiffs 

and the Class;  

iv. requiring Defendant to implement and maintain a comprehensive 

Information Security Program designed to protect the confidentiality 

and integrity of the personal identifying information of Plaintiffs’ and 

the Class’s Sensitive Information; 

v. prohibiting Defendant from maintaining Plaintiffs’ and the Class’s 

Sensitive Information on a cloud-based database;  

vi. requiring Defendant to engage independent third-party security 

auditors/penetration testers as well as internal security personnel to 

conduct testing, including simulated attacks, penetration tests, and 

audits on Defendant’s systems on a periodic basis, and ordering 

CASE 0:21-cv-01210-SRN-LIB   Doc. 35   Filed 09/23/21   Page 50 of 56



 51 

Defendant to promptly correct any problems or issues detected by 

such third-party security auditors; 

vii. requiring Defendant to engage independent third-party security 

auditors and internal personnel to run automated security monitoring; 

viii. requiring Defendant to audit, test, and train its security personnel 

regarding any new or modified procedures; 

ix. requiring Defendant to segment data by, among other things, creating 

firewalls and access controls so that if one area of Defendant’s 

network is compromised, hackers cannot gain access to other portions 

of Defendant’s systems; 

x. requiring Defendant to conduct regular database scanning and 

securing checks;  

xi. requiring Defendant to establish an information security training 

program that includes at least annual information security training for 

all employees, with additional training to be provided as appropriate 

based upon the employees’ respective responsibilities with handling 

Sensitive Information, as well as protecting the Sensitive Information 

of Plaintiffs and the Class; 

xii. requiring Defendant to routinely and continually conduct internal 

training and education, and on an annual basis to inform internal 

security personnel how to identify and contain a breach when it occurs 

and what to do in response to a breach; 
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xiii. requiring Defendant to implement a system of tests to assess its 

respective employees’ knowledge of the education programs 

discussed in the preceding subparagraphs, as well as randomly and 

periodically testing employees’ compliance with Defendant’s 

policies, programs, and systems for protecting Sensitive Information; 

xiv. requiring Defendant to implement, maintain, regularly review, and 

revise as necessary a threat management program designed to 

appropriately monitor Defendant’s information networks for threats, 

both internal and external, and assess whether monitoring tools are 

appropriately configured, tested, and updated; 

xv. requiring Defendant to meaningfully educate all Class members about 

the threats that they face as a result of the loss of their confidential 

Sensitive Information to third parties, as well as the steps affected 

individuals must take to protect themselves; 

xvi. requiring Defendant to implement logging and monitoring programs 

sufficient to track traffic to and from Defendant’s servers; 

xvii. for a period of 10 years, appointing a qualified and independent third-

party assessor to conduct a SOC 2 Type 2 attestation on an annual 

basis to evaluate Defendant’s compliance with the terms of the 

Court’s final judgment, to provide such report to the Court and to 

counsel for the Class and Subclasses, and to report any deficiencies 

with compliance of the Court’s final judgment; 
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xviii. requiring Defendant to design, maintain, and test its computer systems 

to ensure that Sensitive Information in its possession is adequately 

secured and protected;  

xix. requiring Defendant to disclose any future data breaches in a timely 

and accurate manner; 

xx. requiring Defendant to implement multi-factor authentication 

requirements; 

xxi. requiring Defendant’s employees to change their passwords on a 

timely and regular basis, consistent with best practices; and 

xxii. requiring Defendant to provide lifetime credit monitoring and identity 

theft repair services to Class members. 

e. Awarding Plaintiffs and Class damages; 

f. Awarding Plaintiffs and Class pre-judgment and post-judgment interest on 

all amounts awarded; 

g. Awarding Plaintiffs and the Class reasonable attorneys’ fees, costs, and 

expenses; and 

h. Granting such other relief as the Court deems just and proper.  

JURY TRIAL DEMANDED 

Plaintiffs Meier (on behalf of her minor child G.C-M.), Doe, Reichert, Kalling, 

Smithburg, Lindsay, and Guertin, on behalf of themselves and the Class, demand a trial by 

jury on all issues so triable. 
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Dated:  September 23, 2021  CHESTNUT CAMBRONNE PA 

         By: s/Bryan L. Bleichner     

Bryan L. Bleichner (#0326689) 

Jeffrey D. Bores (#227699) 
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100 Washington Avenue S, Suite 1700 

Minneapolis, MN 55401 

Telephone: (612) 339-7300 
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Terence R. Coates 

Justin Walker 
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Cincinnati, OH 45209 
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